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Abstract

Blind source separation (BSS) has been successfully applied to many fields such as communications and biomedical engineering. Its
application for image encryption, however, remains largely unexplored. In this contribution, a novel BSS-based scheme is proposed for
encrypting multiple images, in which the underdetermined BSS problem is fully exploited to achieve the image security. The necessary
conditions for generating the key images required for this underdetermined system are presented. The sufficient conditions for construct-
ing the underdetermined mixing matrix for encryption are then described. Extensive computer simulations, coupled with the performance
analyses, demonstrate the high level of security of the proposed method.
� 2007 Elsevier B.V. All rights reserved.
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1. Introduction

With the widespread use of the computer networks in
our daily life, more and more image information has been
transmitted over the Internet. Image security has become
an important topic in the field of information security,
especially in the fields of military, economy, and diplo-
macy. As such, a variety of the image encryption tech-
niques have been introduced. Generally, there are three
major types of image encryption methods, which are
encryption without compression [1–5], encryption with
compression [6–8], and partial encryption of compressed
images [9,10]. The encryption without compression is one
basic type of image encryption. For example, Bourbakis
and Alexopoulos employed SCAN language to convert
two-dimensional (2-D) images into one-dimensional (1-D)
list, and then encrypted the SCAN list using commercial
0262-8856/$ - see front matter � 2007 Elsevier B.V. All rights reserved.

doi:10.1016/j.imavis.2007.08.017

* Corresponding author. Tel.: +86 411 82922299; fax: +86 411
84708918.

E-mail addresses: qhlin@dlut.edu.cn (Q.-H. Lin), hualou.liang@
uth.tmc.edu (H. Liang).
cryptosystems [1]. Kuo and Chen scrambled the phase
spectrum of the original images to achieve the encryption
[2]. Besides, some groups used the chaotic systems for
image encryption [3–5]. The encryption with compression
represents another basic type of encryption in which its
major considerations are increasing security and saving
storage space. In this method, the image is first compressed
with image compression techniques such as quadtree [6],
wavelets [7], and vector quantization [8], and then
encrypted either by rearranging the bits of the compressed
image [6] or by applying the existing encryption methods
[7,8]. The partial encryption of compressed images, as a
recent development, is mainly used for real time video com-
munication and processing. In this method, a secure
encryption algorithm is applied to only part of the com-
pressed data [9,10].

Blind source separation (BSS) aims to recover a set of
source signals from their observed mixtures without know-
ing the mixing coefficients. This goal may be achieved by
various techniques. Among them, independent component
analysis (ICA) is perhaps the most common approach to
BSS, which assumes the source signals to be statistically
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Fig. 1. Block diagram of BSS-based encryption of multiple images.
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independent. Along with its initial development for linear
and instantaneous mixtures, the source independence
assumption has also been used for convolutive mixtures,
which leads to ‘‘convolutive ICA’’. Still, there are other
techniques for BSS that do not require the source signals
to be statistically independent; some methods such as
time-frequency analysis and second order statistics have
been used to separate dependent sources [11,12]. So far,
BSS has been successfully applied to many fields such as
communications and biomedical engineering [13–24]. Its
application for image encryption, however, has been scarce
[25,26]. Motivated by the fact that the security of many
cryptographic techniques depends upon the apparent
intractability of the computational problems such as the
integer factorization problem [27,28], we propose a BSS-
based method for encrypting multiple images by utilizing
the underdetermined BSS problem where the number of
the mixed signals is less than that of the source signals.
Therefore, the proposed algorithm is designed to take
advantage of the underdetermined BSS problem, rather
than treating it as an obstacle, for encryption. To accom-
plish this, we first formulate the encryption process as the
underdetermined BSS problem, and then solve this prob-
lem by means of the key images to achieve the decryption.
By properly generating the key images and constructing the
underdetermined mixing matrix for encryption, the BSS-
based method can achieve high level of security. Extensive
computer simulations and performance analyses show the
efficiency of the proposed method.

The rest of this paper is organized as follows. In Section
2, we briefly describe the BSS mixing model and its under-
determined problem. Section 3 presents the BSS-based
encryption of multiple images. Section 4 describes two nec-
essary conditions for generating the key images and design
of the pseudorandom number generator (PRNG) for form-
ing the key images. Section 5 presents the sufficient condi-
tions for constructing the underdetermined mixing matrix
for encryption. Section 6 gives the computer simulation
results and their performance analyses. Finally, we con-
clude the paper and discuss the security and limitation of
the proposed method in Section 7.

2. BSS mixing model and underdetermined problem

Suppose that there exist M independent source signals
s1(t), . . . , sM(t) and N observed mixtures x1(t), . . . ,xN(t) of
the source signals (usually N P M). The simple BSS mixing
model assumes that these mixtures are linear, instanta-
neous, and noiseless, i.e., xiðtÞ ¼

PM
j¼1aijsjðtÞ for each

i = 1, . . . ,N [15]. This can be represented compactly by
the following mixing equation:

xðtÞ ¼ AsðtÞ ð1Þ

where s(t) = [s1(t), . . . , sM(t)]T, which is an M · 1 column
vector collecting the source signals, vector x(t) similarly
collects the N observed (mixed) signals, and A is an
N · M mixing matrix that contains the mixing coefficients.
The goal of BSS is to find an M · N demixing matrix W

such that M · 1 output vector

uðtÞ ¼WxðtÞ ¼WAsðtÞ ¼ PDsðtÞ ð2Þ
where P 2 RM·M is a permutation matrix and D 2 RM·M is
a diagonal scaling matrix.

When N < M, i.e., the number of the mixed signals is
less than that of the source signals, BSS becomes a difficult
case of the underdetermined problem, in which the com-
plete separation is usually out of the question [29,30].
Therefore, the underdetermined BSS problem has been
routinely considered as an obstacle for source separation
[24]. In this paper, the underdetermined problem is rather
treated as an advantage to establish a novel image encryp-
tion since the intractability of computational problems
(e.g., the integer factorization problem) has been used to
ensure the security of many cryptosystems [27,28].

3. BSS-based encryption of multiple images

Fig. 1 shows the block diagram of the BSS-based image
encryption. sl

1ðtÞ; . . . ; sl
P ðtÞ are one group of original images

to be encrypted simultaneously, l is the group index, P is the
number of images in the group and 2 6 P 6 5, t = 1, . . . ,T

where T is the size (data length) of each image.
kl

1ðtÞ; . . . ; kl
P ðtÞ are P key images for encrypting the group

of images. I0 is the secret seed of the PRNG in the key
images generating algorithm. xl

1ðtÞ; . . . ; xl
P ðtÞ are P

encrypted images of group l for transmission.
ŝl

1ðtÞ; . . . ; ŝl
P ðtÞ are P decrypted images by BSS accordingly.

Since the parameters l, P and T are necessary for the key
images generating algorithm (it will be described in Section
4), they are inserted into the head data of each group of
encrypted images in a definite format for transmission.
The proposed method encrypts the multiple images group
by group. In the following, we will describe the encryption
of one group of images for simplicity.

3.1. Encryption

The BSS-based encryption first generates the P key
images kl

1ðtÞ; . . . ; kl
P ðtÞ and a P · 2P underdetermined mix-

ing matrix Al
e for encryption (Their generation will be

described in Sections 4 and 5), and then outputs the P
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Fig. 2. Block diagram of the key images generating algorithm.
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encrypted images by mixing the P original images

sl
1ðtÞ; . . . ; sl

P ðtÞ and the P key images kl
1ðtÞ; . . . ; kl

P ðtÞ with

the underdetermined mixing matrix Al
e according to the

BSS mixing model (1). That is, the encryption equation is
as follows:

xl
P ðtÞ ¼ Al

es
l
2P ðtÞ ð3Þ

where xl
P ðtÞ ¼ ½xl

1ðtÞ; . . . ; xl
P ðtÞ�

T, sl
2P ðtÞ ¼ ½sl

1ðtÞ; . . . ; sl
P ðtÞ;

kl
1ðtÞ; . . . ; kl

P ðtÞ�
T. Obviously, this encryption process turns

BSS into the difficult case of the underdetermined problem
since there are 2P source signals but P mixed signals. In
such a case, by properly constructing the underdetermined
mixing matrix Al

e, the P original images can not only be
well masked by the key images in the encrypted images,
but also immune from the separation from the P encrypted
images by BSS without the P key images. This is exactly the
intractability of the underdetermined BSS problem.

3.2. Decryption

On the receiving side, once a group of encrypted images
xl

1ðtÞ; . . . ; xl
P ðtÞ are received and the P key images

kl
1ðtÞ; . . . ; kl

P ðtÞ are regenerated by the key images generat-

ing algorithm with the secret seed I0, they are first combined
to form 2P mixed signals xl

2P ðtÞ ¼ ½xl
1ðtÞ; . . . ; xl

P ðtÞ;
kl

1ðtÞ; . . . ; kl
P ðtÞ�

T, on which BSS is then performed. Refer
to the BSS mixing Eq. (1) and the encryption Eq. (3), we have

xl
2P ðtÞ ¼ Al

dsl
2P ðtÞ ð4Þ

where Al
d is the mixing matrix corresponding to the BSS

decryption,

Al
d ¼

Al
eð1 : P Þ Al

eðP þ 1 : 2P Þ
0 I

" #
ð5Þ

where Al
eð1 : P Þ is a P · P matrix formed by the first P col-

umn vectors of Al
e;A

l
eðP þ 1 : 2PÞ is formed by the last P

column vectors of Al
e, 0 is a P · P zero matrix, and I is a

P · P identity matrix. Obviously, Al
d is a 2P · 2P square

matrix of full rank. Accordingly, with the key images in
decryption, the underdetermined BSS problem resulting
from the encryption becomes the conventional BSS in
which the number of the mixed signals is equal to that of
the source signals. As a result, the P original images and
the P key images can be well recovered together through
BSS. After discarding the P key images, i.e., the P zero-
mean signals with the biggest numbers of zero-crossings,
we can obtain the P decrypted images ŝl

1ðtÞ; . . . ; ŝl
P ðtÞ, as

shown in Fig. 1.

4. Generation of key images

4.1. One-time pad cipher

The proposed method is a symmetric-key encryption
scheme. A necessary condition for such a scheme to be
unconditionally secure is that the key must be at least as
long as the message [27,28]. The one-time pad cipher is
the one and only unconditionally secure encryption algo-
rithm. It has perfect key characteristics: (1) the key is ran-
dom, which is a pad with a non-repeating random string of
letters; and (2) the key has the same length as the message.
Consequently, each letter of the key is used only once to
encrypt the corresponding plaintext character. Therefore,
the message is protected as long as the key remains secure
[27,28].
4.2. Two necessary conditions for generating key images

From Fig. 1, we can see that the key images have the
same size and the same number with those of the original
images to be encrypted, i.e., the key images have the same
length as the original images. Therefore, the BSS-based
encryption essentially satisfies the above-mentioned neces-
sary condition for the proposed method to be uncondition-
ally secure. To have the perfect key characteristics of the
one-time pad cipher and to meet the BSS requirement for
source separation, we generate the key images according
to the following two conditions:

Condition 1. The key images are statistically
independent.

Condition 2. The key images are non-Gaussian.

The necessity of these two conditions is obvious. Condi-
tion 1 is needed by the randomness of the key characteris-
tics of the one-time pad cipher. In the meantime, it
perfectly satisfies the requirement of BSS for independent
sources. Condition 2 is necessary for the correct decryption
of the encrypted images since BSS usually cannot separate
more than two Gaussian signals.
4.3. Key images generating algorithm

In practice, the key images are formed by the key images
generating algorithm, as shown in Fig. 2, in which the
secret seed I0, the PRNG, and three parameters including
the group index l, the number and the size of the original
images in each group, i.e., P and T, are used. The algorithm
works by initializing the PRNG with the secret seed I0 to
generate pseudorandom values according to uniform distri-
bution, which are then used to form the key images in
terms of l, P and T. Specifically, within one encryption
group, the key image pointer is increased by T; when the
group index l changing, the key image pointer is increased
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by P · T. As such, these key images accordingly fulfill the
above-mentioned two conditions.

Note that the secret seed I0 is the key to be securely
transmitted. The key images are not necessarily used for
subsequent transmissions. They are regenerated for decryp-
tion by the key images generating algorithm after the secret
seed I0 is received and the parameters l, P and T are
extracted from the encrypted images on the receiving side.
4.3.1. Marsaglia’s PRNG

The PRNG is very important for the proposed method
to have the perfect key characteristics of the one-time
pad cipher. To generate random values, the PRNG should
have very long period and good statistical performance.
Besides, the secret seed I0 should be designed as a compos-
ite seed to incorporate multiple seed values to make an
exhaustive search computationally infeasible. Taking all
these needs into consideration, we finally choose the
Marsaglia’s PRNG, which uniformly generates floating-
point values between 0 and 1 with a huge period (almost
21430), good statistical performance, and fast speed [31].

The Marsaglia’s PRNG has 35 words of internal mem-
ory or state. Thirty two of these words form a cache of
floating-point number z, the remaining three words contain
an integer index i(1 6 i 6 32), a single random integer j,
and a ‘‘borrow’’ flag b. The i-th floating-point number zi

is generated as follows [31]:

zi ¼ ziþ20 � ziþ5 � b ð6Þ

where three indexes i, i + 20, and i + 5 are all interpreted
mod 32; b is set to 0 if zi is positive. But if the computed
zi would be negative, it is made positive by adding 1.0 be-
fore it is saved, and b is set to 2�53 for the next step.
4.3.2. One PRNG with composite seed

The Marsaglia’s PRNG could have 35 seeds by using its
35 words of internal state. Therefore, there could be vari-
ous methods for design of PRNG with composite seed.
Fig. 3 shows one scheme of PRNG with composite seed
I0, which includes user-based data, initial value c0 for a
chaos transition, and an integer index i(1 6 i 6 32). The
user-based data could be the fingerprint of a specific user,
or other biometric data such as hand geometry, iris pattern
and facial features if needed by the security [32]. Specifi-
cally, the user-based data are processed by a 160-bit cryp-
tographic hash function [28]. The 160 bit are then divided
into 16 group of 10-bit numbers, which are finally normal-
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Fig. 3. One scheme of PRNG with composite seed.
ized to (0, 1) floating-point values to be the 16 odd words of
Marsaglia’s PRNG. Besides, the initial value c0 initializes a
chaos transition such as logistic map to provide the other
16 even words of Marsaglia’s PRNG; the integer index i

indicates the first pseudorandom value to be generated.
As a result, the 33 words of internal state in the Marsaglia’s
PRNG are used to incorporate the multiple seeds.

To make the proposed PRNG cryptographically secure
[28], i.e., it should be difficult to predict the next value if
part of the pseudorandom values is known, we periodically
refresh the 33 words of internal state in the Marsaglia’s
PRNG with the rekeying signal (see Fig. 3). The rekeying
signal could include l, T, the number of pseudorandom val-
ues, etc. That is to say, the internal seeds can be refreshed
according to the group index, the image size, the number of
pseudorandom values such as 32, etc. As a result, it is dif-
ficult to find the remainder even if part of the pseudoran-
dom values is known. The methods for refreshing the 33
words of internal state may be various according to differ-
ent needs of security. One simple example is to change the
group division of 160 bit to give the new 16 odd words of
Marsaglia’s PRNG, and to replace the 16 even words
of Marsaglia’s PRNG with the new random sequences of
the chaos transition.

The statistical performance of the pseudorandom values
generated by the above-mentioned PRNG is easy to be
measured through the statistical tests [28]. We have per-
formed the statistical tests for randomness and distribution
through computing the autocorrelation, the mean, and the
variance for various lengths of pseudorandom values gen-
erated. The results of extensive statistical tests show that
our PRNG can output random floating-point values with
uniform distribution between 0 and 1.
5. Construction of underdetermined mixing matrix for

encryption

Since the key images retain the perfect key characteris-
tics of the one-time pad cipher, the security of the proposed
method relies on the apparent intractability of the underde-
termined BSS problem. Unlike the normal BSS that aims
to completely separate all source signals, the proposed
method must prevent the illegal users from recovering the
original images from the encrypted images through BSS
when they do not have the key images. This is called the
inseparability of the original images. The dependence of
source inseparability on the structure of the mixing matrix
A has been established in [29]. Therefore, with the proper
construction of the underdetermined mixing matrix Al

e in
the encryption process, the inseparability of the original
images, i.e., the intractability of the underdetermined BSS
problem, is readily obtained.

In our method, the construction of the underdetermined
mixing matrix Al

e for encryption is implemented by:

Al
e ¼ BlCl Bl

� �
ð7Þ
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where Bl and Cl are two P · P matrixes of full rank and
formed by the pseudorandom values with uniform distribu-
tion. In what follows, we will first describe the parameters
selection of Bl and Cl, and then show that the underdeter-
mined mixing matrix Al

e in (7) is sufficient to ensure the
inseparability of the original images. Note that the con-
struction of Al

e for encryption can be different as long as
it can ensure the intractability of the underdetermined
BSS problem.
5.1. Parameters selection of underdetermined mixing matrix

By using the encryption Eq. (3) and the underdeter-
mined mixing matrix Al

e for encryption in (7), we obtain
one group of encrypted images xl

1ðtÞ; . . . ; xl
P ðtÞ:

xl
P ðtÞ ¼ Al

es
l
2P ðtÞ ¼ BlClsl

P ðtÞ þ Blkl
P ðtÞ ð8Þ

where sl
P ðtÞ ¼ ½sl

1ðtÞ; . . . ; sl
P ðtÞ�

T, and kl
P ðtÞ ¼ ½kl

1ðtÞ; . . . ;

kl
P ðtÞ�

T. It is easy to see that the term BlClsl
P ðtÞ in (8) corre-

sponds to the contributions from the P original images

sl
1ðtÞ; . . . ; sl

P ðtÞ in the encrypted images while the term

Blkl
P ðtÞ corresponds to the contributions from the P key

images kl
1ðtÞ; . . . ; kl

P ðtÞ.
To achieve the security goal, the original images must be

well covered by the key images with much higher level of
energy in the encrypted images. However, if the energy dif-
ference between the key images and the original images
were too large, the key images could be partially or totally
extracted from the encrypted images by discarding the low-
est energy of the original images [25]. Therefore, a proper
energy difference between the key images and the original
images is vital for the proposed method to protect the ori-
ginal images but avoid key images extraction. In agreement
with previous results [25,26], our extensive experimental
observations show that the energy difference, as denoted
by the ratio of the key images energy to the original images
energy, can be 10–30 times, which consequently determines
the ratio of the values of Bl to the values of Cl, as shown by
(8). Specifically, Bl is formed with pseudorandom values
between 0.5 and 1, and Cl with pseudorandom values
between 0.03 and 0.05.
5.2. Inseparability of original images

Suppose that the illegal users have obtained one group
of encrypted images xl

1ðtÞ; . . . ; xl
P ðtÞ but do not have the

key images kl
1ðtÞ; . . . ; kl

P ðtÞ. To reveal the original images,
they have to perform BSS solely on the encrypted images
xl

1ðtÞ; . . . ; xl
P ðtÞ to find a demixing matrix W. Thus, the out-

put signals are

uðtÞ ¼Wxl
P ðtÞ ¼WBlClsl

P ðtÞ þWBlkl
P ðtÞ: ð9Þ

Because the contributions of the key images kl
P ðtÞ in the en-

crypted images xl
P ðtÞ is much greater than those of the ori-

ginal images sl
P ðtÞ, the BSS algorithms will tend to give a
P · P demixing matrix W to separate all P key images
kl

1ðtÞ; . . . ; kl
P ðtÞ out. Refer to (9) and (2), we get

WBl ¼ PD

That is

W ¼ PDBl�1 ð10Þ

where P and D have the same meaning with those in (2).
Substituting (10) in (9) yields

uðtÞ ¼ PD½Clsl
P ðtÞ þ kl

P ðtÞ�: ð11Þ

Let s0lP ðtÞ ¼ ½s0l1 ðtÞ; . . . ; s0lP ðtÞ� ¼ Clsl
P ðtÞ, which denotes P

mixtures of the P original images sl
1ðtÞ; . . . ; sl

P ðtÞ. Thus, the
BSS output signals for the illegal users without the key
images are P mixed images ðs0l1 ðtÞ þ kl

1ðtÞÞ; ðs0l2 ðtÞþ
kl

2ðtÞÞ; . . . ; ðs0lP ðtÞ þ kl
P ðtÞÞ, in which the original images are

still well covered by the key images with much higher level
of energy. Therefore, the underdetermined mixing matrix
Al

e in (7) is sufficient to ensure the inseparability of the origi-
nal images, which will be further demonstrated by simulation
results in Section 6.

Note that the common masking techniques usually mask
one original signal with the key signal, whereas the pro-
posed method masks the mixtures of one group of original
images with the key images in both the encrypted images
xl

1ðtÞ; . . . ; xl
P ðtÞ and the mixed images ðs0l1 ðtÞ þ kl

1ðtÞÞ;
ðs0l2 ðtÞ þ kl

2ðtÞÞ; . . . ; ðs0lP ðtÞ þ kl
P ðtÞÞ. As a result, the pro-

posed method can achieve much better results of confusion
and diffusion than the usual masking techniques.
6. Computer simulations and performance analyses

Extensive computer simulations have been performed to
validate the proposed method. In the experiments, we used
the natural and synthetic grey-scale images provided by
the benchmarks in [33]. The images have always 256 grey lev-
els. By scanning them, the images can easily be transformed
to 1-D signals for computation, then returned to 2-D signals
and mapped back to 256 grey levels for presentation. We
used the Comon’s algorithm [13] in all the simulations
reported below. Other popular BSS algorithms such as the
fastICA algorithm [18] can also be used. When these well-
known algorithms are compared, they generally perform
near equally well.

It is known that most of original images are nearly inde-
pendent, and thus can be separated by most classical BSS/
ICA algorithms. However, some natural images do exist
strong correlation, e.g., two natural face images of the
same man. In such a case, the classical BSS/ICA algorithms
usually fail. Although dependent source separation may be
achieved by the BSS methods such as time-frequency anal-
ysis and second order statistics [11,12], it is convenient to
decrypt strong correlated images by using the classical
BSS/ICA algorithms with suitable preprocessing tech-
niques, e.g., differentiation, filtering, subband decomposi-
tion, etc. [24,33]. After preprocessed, the images become
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mutually independent or temporally decorrelated [24], on
which BSS/ICA is then performed.

In the following sections, two different experiments are
performed to illustrate the performance of the proposed
method for image encryption: one is focused on encrypting
nearly independent images and another on strongly corre-
lated images. Since the encryption of different image group
is almost the same, we only demonstrate the encryption of
one group of images to save the space.

6.1. Encryption of nearly independent images

In this experiment, three natural images s1(t)–s3(t) of size
128 · 128 were used. They are ‘‘Baboon’’, ‘‘Fruits’’, and
‘‘Peppers’’, as shown in Fig. 4(a). Their correlation coeffi-
Fig. 4. Original images, key images, encrypted images, and decrypted images
images s1(t)–s3(t). (b) Three key images k1(t)–k3(t). (c) Three encrypted image
cients r12, r13, and r23 are 0.0190, 0.1063, and 0.0401,
respectively. Thus, these three images are nearly indepen-
dent and need not to be preprocessed.
6.1.1. Encryption and decryption

Three key images k1(t)–k3(t) are generated by the key
images generating algorithm, as shown in Fig. 4(b). One
underdetermined mixing matrix Ae for encryption is con-
structed according to (7) as follows:

Ae ¼
0:0948 0:1099 0:0959 0:8148 0:9527 0:5180

0:0846 0:0975 0:0838 0:6510 0:8112 0:5626

0:0867 0:1001 0:0859 0:6030 0:9206 0:5536

2
64

3
75
ð12Þ
in experiment of encrypting nearly independent images. (a) Three original
s x1(t)–x3(t). (d) Three decrypted images ŝ1ðtÞ � ŝ3ðtÞ.
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where B is the last three column vectors of Ae, and C is

C ¼
0:0400 0:0471 0:0462

0:0403 0:0486 0:0428

0:0461 0:0487 0:0337

2
64

3
75:
It is easy to see that the last three column vectors of Ae,
the mixing coefficients corresponding to the three key
images k1(t)–k3(t), are much greater than the first three col-
umn vectors which are the mixing coefficients correspond-
ing to the three original images s1(t)–s3(t). Therefore, by
virtue of the BSS mixing model (1), the three original
images are well covered by the three key images in the three
encrypted images x1(t)–x3(t), as shown in Fig. 4(c).

Once the encrypted images x1(t)–x3(t) and the secret
seed I0 are available on the receiving side, the three key
images k1(t)–k3(t) are first regenerated, the Comon’s algo-
rithm is then performed on the six combined signals
x(t) = [x1(t),x2(t),x3(t),k1(t),k2(t),k3(t)]T. As a result, the
three original images and the three key images are well
recovered together. Fig. 4(d) shows three decrypted images
ŝ1ðtÞ � ŝ3ðtÞ, which are all of good quality though in differ-
ent orders.
6.1.2. Inseparability of original images
In Section 5.2, it was shown that the underdetermined

mixing matrix Al
e for encryption in (7) is sufficient to ensure

the inseparability of the original images, the underdeter-
mined problem induced by Al

e is accordingly unsolvable.
To demonstrate this, we first performed BSS on the three
encrypted images x1(t)–x3(t) without the three key images
k1(t)–k3(t). Fig. 5 shows three extracted images u1(t)–u3(t)
with the Comon’s algorithm. We then tested that u1(t)–
u3(t) were just three mixed images ðs01ðtÞ þ k1ðtÞÞ; ðs02ðtÞþ
k2ðtÞÞ, and ðs03ðtÞ þ k3ðtÞÞ.

There are essentially two steps to accomplish the test.
The first step is to combine each of u1(t)–u3(t) with the
three key images k1(t)–k3(t), respectively, to form nine mix-
ture vectors, which are yij(t) = [ui(t),kj(t)]

T, i = j = 1,2,3.
The second step is to separate these nine mixture vectors
with the BSS algorithm; the Comon’s algorithm is used
again. The separation results are shown in Fig. 6(a)–(i).
It is easy to find that u1(t)–u3(t) are indeed three mixed
Fig. 5. Three extracted images u1(t)–u3(t) by performing BSS on three encryp
algorithm in experiment of encrypting nearly independent images.
images ðs02ðtÞ þ k2ðtÞÞ; ðs01ðtÞ þ k1ðtÞÞ, and ðs03ðtÞ þ k3ðtÞÞ.
Therefore, the inseparability of the original images under
the underdetermined mixing matrix Al

e for encryption in
(7) is demonstrated in this example.

6.2. Encryption of strongly correlated images

Two natural face images of the same man with size
350 · 275, as shown in Fig. 7(a), were selected for this
experiment. Since their correlation coefficient is 0.9106,
they are two strongly correlated images, thus suitable dec-
orrelation preprocessing must be performed on the
encrypted images before the BSS decryption.

6.2.1. Encryption

Fig. 7(b) shows two key images generated. One example
of underdetermined mixing matrix Ae for encryption is

Ae ¼
0:0627 0:0616 0:9605 0:9978

0:0353 0:0347 0:5137 0:5874

� �
ð13Þ

where B is the last two column vectors of Ae, and C is

C ¼
0:0308 0:0305

0:0331 0:0324

� �
:

Fig. 7(c) shows two secure encrypted images.

6.2.2. Decryption with decorrelation preprocessing

Since the high frequency components of images are
often found to be mutually independent, we can use a
high pass filter to extract high frequency sub-components
and then apply standard BSS/ICA algorithm to such pre-
processed signals [24,33]. Specifically, for the decryption
of this experiment, we first designed an order 20 high
pass digital Butterworth filter with normalized cutoff fre-
quency 0.5 to preprocess the input images, and then per-
formed BSS on the filtered data with the Comon’s
algorithm. Many other different preprocessing methods
such as differentiation (first and second order) and high
pass filtering [33] can also be used. Fig. 8(a) shows two
preprocessed images with the high pass digital Butter-
worth filter. Fig. 8(b) shows two decrypted images ŝ1ðtÞ
ted images x1(t)–x3(t) without three key images k1(t)–k3(t) with Comon’s



Fig. 6. Components testing results for three extracted images u1(t)–u3(t) in experiment of encrypting nearly independent images with Comon’s algorithm.
(a) Separation results of y11(t) = [u1(t), k1(t)]T. (b) Separation results of y12(t) = [u1(t), k2(t)]T. (c) Separation results of y13(t) = [u1(t), k3(t)]T. (d) Separation
results of y21(t) = [u2(t), k1(t)]T. (e) Separation results of y22(t) = [u2(t), k2(t)]T. (f) Separation results of y23(t) = [u2(t), k3(t)]T. (g) Separation results of
y31(t) = [u3(t), k1(t)]T. (h) Separation results of y32(t) = [u3(t), k2(t)]T. (i) Separation results of y33(t) = [u3(t), k3(t)]T.
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and ŝ2ðtÞ with good quality. From this experiment, we
can see that the dependent images can also be well
decrypted by the classical BSS/ICA algorithms with suit-
able decorrelation preprocessing.



Fig. 7. Original images, key images, and encrypted images in experiment
of encrypting strongly correlated images. (a) Two original images s1(t) and
s2(t). (b) Two key images k1(t) and k2(t). (c) Two encrypted images x1(t)
and x2(t).

Fig. 8. Decryption results in experiment of encrypting strongly correlated
images. (a) Two preprocessed images with high pass digital Butterworth
filter. (b) Two decrypted images ŝ1ðtÞ and ŝ2ðtÞ.

Table 1
SNRi (dB) of three original images s1(t)–s3(t) in encrypted images x1(t)–
x3(t) and decrypted images in experiment of encrypting nearly independent
images

x1(t) x2(t) x3(t) Decrypted images

s1(t) �61.82 �61.34 �61.68 47.57
s2(t) �58.78 �58.43 �58.73 58.65
s3(t) �52.63 �52.58 �52.90 64.93

Table 2
SNRi (dB) of two original images s1(t) and s2(t) in encrypted images x1(t)
and x2(t) and decrypted images in experiment of encrypting strongly
correlated images

x1(t) x2(t) Decrypted images

s1(t) �60.30 �60.30 94.99
s2(t) �62.16 �62.17 88.91
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6.3. Performance analyses

To quantify the performance of the proposed algorithm,
we computed the signal-to-noise ratio (SNR) index for each
original image sl

iðtÞ; i ¼ 1; . . . P , in the decrypted images by
BSS, which is defined as follows:

SNRi ¼ 10 log
RT

t¼1½ðWAÞiisl
iðtÞ�

2

R2P
j¼1R

T
t¼1½ðWAÞijsl

jðtÞ�
2
; j 6¼ i ð14Þ

where W is the demixing matrix gotten from the BSS algo-
rithm used for decryption. A is the mixing matrix corre-
sponding to the BSS decryption, i.e., Al

d in (5), (WA)ij

denotes the ith row and the jth column of matrix WA,
and the order of the decrypted images is assumed to be
the same as that of the original images, which can be done
by permuting the rows of WA.

We computed SNRi for the original images in the
decrypted images for two experiments, respectively. For
comparison, we also computed SNRi for the original
images in the encrypted images using (14), but in which
WA was replaced by Al

e in (7). Tables 1 and 2 show the
results. We can see that each original image is well masked
by the key images in the encrypted images but recovered by
BSS with very high SNR. Owing to the characteristic of
human perception, the differences of the decrypted images
and the original images are hard to identify.
7. Discussion and conclusion

Motivated by the fact that the security of many crypto-
systems relies on the apparent intractability of the compu-
tational problems such as the integer factorization
problem, we take advantage of the underdetermined BSS
problem to propose a BSS-based method for encrypting
multiple images. Two necessary conditions for generating
the key images are given, and the PRNG with composite
seed for forming the key images is designed. The
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underdetermined mixing matrix for encryption is properly
constructed, and then is proved to be sufficient to ensure
the source inseparability. The results of computer simula-
tion and performance analyses demonstrate the high level
of security and the high decryption quality of the proposed
method.

Since the underdetermined mixing matrix for encryption
can ensure the intractability of the underdetermined BSS
problem, the better the characteristics of the key images
are, the higher the security is. Indeed, the key images used
for the proposed method retain the perfect key characteris-
tics of the one-time pad cipher: (1) the key images are inde-
pendent. The reason is that the uniformly distributed
pseudorandom values for forming the key images has a
very huge period and perfect statistical performance; the
BSS-based method has an extremely large key space; (2)
the key images have the same length as the original images,
thus each key image in the key space can be used only once
to encrypt the corresponding original image by discarding
the pseudorandom values that have been used in the key
images generating algorithm. Accordingly, the proposed
method is immune from the attacks such as the cipher-
text-only attack, the known-plaintext attack, and the cho-
sen-plaintext attack, which all assume that the private
key used to encrypt all the plaintext is the same [27,28].
Furthermore, to make an exhaustive search computation-
ally infeasible, the secret seed I0 is designed as a composite
seed. In practice, the secret seed I0 could be the same to
perform different encryptions for a period of time, and then
be changed in need of security.

A potential limitation of the proposed method is that
the order of the decrypted images differs from that of the
original images due to the indeterminacy of BSS. This
deserves future research on encrypting multiple sequence
images.
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